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Abstract 
Electricity usage monitoring systems play a vital role towards raising energy utilization awareness for 
consumers. Existing solar mini-grid infrastructure, however, lacks a user-friendly two-way platform to allow 
consumers to access information about electricity consumption. This paper proposes a cloud-based, two-way 
energy usage monitoring system that will allow both utility companies and consumers to access energy 
consumption data in a user-friendly way through a web platform.  The system requirements were collected 
via questionnaires, interviews, and observations conducted at two solar mini-grids centres located at Arusha 
and Kilimanjaro regions in Tanzania. The system uses a Low Power Area Network (LPWAN) and the 
existing GPRS network to monitor electricity consumption data between smart meter units and the cloud 
server. Also, a virtual bill payment module and usage status feedback functionality have been integrated into 
the system to increase awareness of the cost-effective use of electricity and hence, achieve the sustainability 
of solar mini-grids. By using both white-box and black-box system testing approaches, findings show that the 
system will not only raise awareness among customers about the economical usage of electricity, but it can 
also be used by mini-grid companies as a source of data to determine current and future energy demands to 
minimize large investment costs. 
Index Terms: Smart Meter, Internet of Things (IoT), Energy Monitoring, General Packet Radio Service 
(GPRS), Low Power Wide Area Network (LPWAN), Solar Mini-Grids, ATmega2560. 
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1. Introduction 
Recently, the global demand for electricity has risen significantly over the past decade due to climatic 
changes and technology advancement. Despite this fact, it is estimated that over half a billion of Sub-Saharan 
African (SSA) households have no access to any form of electricity [1]. Tanzania is known to have low 
electrification rates among the SSA countries, particularly in areas far from the national electricity grid. 
Recent data indicate that less than 40 percent of Tanzania Mainland households are connected to the national 
grid, while the remaining percentage is dependent on solar and other private sources, including diesel 
generators [2].   
Expanding the national electrical grid to all community areas is not economically feasible due to several 
factors such as budget constraints, the country's large size, and the nature of settlements. [3,4]. Alternatively,  
independent Solar Home Systems (SHS) has been used by several remote households. These systems, 
however, do not seem to be able to handle large power requirements for normal domestic uses such as cooling 
and heating. In addition to that, these independent systems are relative expensive for a normal household 
family to purchase and operate a complete solar system that can meet the needs of household electricity. 
Realizing low connection rates, the Government of Tanzania under the Ministry of Energy has formulated 
several policies to encourage private companies to invest in solar mini-grids as a solution to extend power 
supply to communities out of immediate national grid’s plans [5]. Solar mini-grids have appeared in many 
areas of Tanzania as a cost-effective solution to provide reliable electricity [6–8]. 
The main challenge facing current mini-grid solar systems is the lack of a two-way, low-cost and 
user-friendly electricity usage monitoring platform [9,10]. Monitoring systems used in these mini-grids were 
primarily designed to allow utility companies to have complete access and control over information about 
power usage, while customers have very little or no access to the same data. Nonetheless, the monitoring 
metering systems employed in the national grid are not feasible for the remote off-grid systems because, in 
addition to lack of full consumer participation, they are also relatively expensive for the resource-constrained 
mini-grid companies to afford. The existing systems are, therefore, not user-friendly, particularly for 
consumers with economic constraints who need reliable energy usage feedback to adjust their consumption 
behavior. Also, these systems do not provide utility companies with a complete bridge of establishing a 
transparent relationship with their customers by giving them access to consumption information [11].  
Private companies operate most of the off-grid systems, and as these systems are usually 
resource-constrained, sustainable utilization of the installed solar power resources is necessary for investors to 
appreciate a quick return on investment. To achieve this, a user-friendly means of monitoring and managing 
consumer energy usage is required. A two-way energy monitoring system between the utility and consumers 
is a win-win situation for both parties. This platform acts as a tool for studying consumer energy usage 
behavior, which can be used as a source of data for planning current and future energy demands [12]. From 
the consumers’ perspective, a user-friendly energy monitoring platform will raise consumers’ energy usage 
awareness; eventually, they will adjust their usage behavior to meet their economic constraints. Findings 
indicate that consumers can reduce unnecessary energy consumption by 15% if they can have access to their 
energy usage information [13]. 
From the literature review, research on electricity usage monitoring and consumer awareness have not 
been fully investigated. Previous studies have focused more on automatic electricity meter reading systems, 
while little emphasis has been noticed on consumer energy utilization awareness [14]. 
For the past two decades, Sub Saharan Africa has witnessed the rapid expansion of mobile 
communication technologies as an alternative to fixed broadband networks. In Tanzania, this rapid expansion 
can be witnessed from the Tanzania Communication Regulatory Authority (TCRA) quarterly annual report, 
which indicates that the internet penetration rate in Tanzania has increased by 100% from the past five years 
[15]. The same report also indicates that GPRS network coverage exceeds 90% across the country. These 
statistics encourage the utilization of the ICT infrastructures that are rapidly growing to improve ways on how
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people access information regarding energy usage data. 
Therefore the main objective of this study is to develop a web-based two-way electricity usage monitoring 
system for remote solar mini-grids as a solution towards raising consumers awareness on energy utilization. 
The web platform was chosen since it can reach out to all smart devices, irrespective of the operating system, 
and does not need hustles of custom downloading, installation, and update [16]. From the developers’ 
perspective, all users will access the platform via a uniform environment, which simplifies development and 
troubleshooting. Compared to previous studies, the proposed system has put more emphasize on low-cost 
system design, stakeholder-derived system requirements, and sustainability of the system by utilizing the 
available technologies and infrastructures for system development. This study utilizes the existing GPRS 
network coverage to establish a communication link between a mini-grid centre and the cloud server. The 
study also employs qualitative and quantitative methodologies during the collection of system requirements 
from consumers and utility companies. Furthermore, the Rapid Application Development (RAD) model was 
used during system design and development. Finally, white-box and black-box techniques were employed 
during system testing and validation.  
2. Related Works 
In [17], a GSM-based automated meter reading system was proposed, a web portal was used to monitor 
customer billing information, and a processed bill was sent to consumers via SMS. However, the system lacks 
two-way communication features that will enable both utility and consumers to access consumption data. The 
web interface is used mainly for bill processing while the SMS is used for billing distribution. The system 
does not give the consumer an equal chance of accessing historical energy consumption record.  
In [18] proposed an energy monitoring system using the Internet of Things (IoT), which measures and 
reports energy usage of the individual devices via the network. The system, however, requires that the present 
household power sockets be phased out and replaced with the proposed internet-connected power socket, 
which is not feasible for the majority of existing household electrical installations.  
In [19], an IoT based smart energy meter based on the GSM module has been developed, which enables 
users to access current reading and associated costs on the web page. Also, when the user-defined usage 
threshold has been exceeded during regular usage, one can receive an SMS notification. By using this 
functionality, the user can adjust the threshold limit while the meter can also be remotely turned ON or OFF 
when needed. The system, however, not only that it provides less information to consumers, but also does not 
account for the users’ requirements during the designing and development stage. The system requirements, 
therefore, are based on the author’s opinions.   
In [20], the author proposed a smart energy metering system which employs Long Range (LoRA) 
wireless technology for transferring electricity usage information between the consumer’s meters and the 
remote server. Electricity usage data from the meter is transferred to the LoRA gateway via a LoRA module, 
which then relays data from multiple modules to the cloud server. From the cloud server, energy usage data is  
transmitted to the utility center for administrative purposes and consumers through a web portal. Consumers 
can view their consumption records and associated costs via the same portal.  However, the methodology 
used to establish communication link between meters and the utility centre is not cost-effective particulary for 
developing countries. The utility company has to roll out LoRA infrastructure throughout the entire country 
while the existing cellular networks could be utilized to minimize operating costs. 
In [21], a smart energy meter based on IoT has been proposed to monitor electricity usage at a domestic 
level. The Arduino based energy meter sends data to the cloud server via MQTT protocol, where the utility 
and consumers can monitor data through the HTML page and perform necessary actions. Among the key 
features of the system include remote connection and disconnection of the meter by admin, setting up of usage 
limits by the consumer to reduce unnecessary usage, and remote access to load control by the consumer. The
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system, however, is largely focused on postpaid metering systems where consumers bill processing and 
payments are done at the end of each month. This is contrary to the current trend of smart grid technologies, 
where prepayment services are the preferred model of business by utility companies. 
In [22], the author proposed an IoT based smart energy meter that records energy consumption minutely 
and sends data to the ThingSpeak cloud server. In addition to power theft detection, both the utility and 
consumer can view consumption data at the web portal which is updated after every interval. However, the 
system does not incorporate energy usage feedback mechanisms to enable consumers to be notified during 
critical events like abnormal electricity usage or unit depletion. In addition to that, the cloud server to which 
data is uploaded requires extra funds to subscribe for premium data storage space, which is not suitable for the 
fast-expanding mini-grid companies. 
In [23], a GSM-based smart electric metering system has been developed that is capable of reading and 
sending electricity usage data through GSM modem to the cloud server. The system can send energy usage 
and bill information to the consumer via SMS, as well as automatically turning OFF the meter upon tampering 
detection. The consumer notification, however, is notified only when electricity credits are exhausted, which 
adds little user experience to the consumer energy usage awareness. 
In [24] proposed a GSM-based metering system for monitoring and controlling consumer meters. The 
system uses a GSM modem to relay command and data messages between utility and meter via SMS. Power 
reading, remote connection, and disconnection are among the features which can be accessed via a normal 
mobile phone. The system, however, involves minima consumer involvement since the remote accessing of 
the meter is largely done by the utility company. Furthermore, the authors recommends the addition of a 
graphical user interface (GUI) feature in addition to the SMS feature to make the system more user-friendly to 
average users.   
In [25], the author proposed a GSM module embedded intelligent electricity metering and billing system 
to communicate with the utility control centre via SMS. Consumers can access and manage their usage via an 
embedded Liquid Crystal Display (LCD) or web portal.  The meter readings are processed by a bill 
processing server, which then forwards data to the utility centre database and consumers mobile handset via 
SMS. The same data is sent back to the meter LCD interface of the meter. The consumer can pay for the bill 
by purchasing and sending a token to the billing server via SMS, which will authenticate the meter and turns it 
on. The authors recommend the integration of dual-mode between SMS and online web portal to enable 
consumers to access their usage history easily. 
3. Material and Methods 
3.1 According Study Area 
This study was conducted in Ngurdoto Village, Arumeru District in Arusha and Mkalama Village, Hai 
District in Kilimanjaro, located on the Northern parts of Tanzania. At these villages, a renewable energy 
company, Innovative Technology and Energy Centre (iTEC), has installed solar mini-grids (each with a 
10-kilowatt maximum capacity) whereby more than 4000 villagers are expected to benefit from electricity 
supplied from the installed solar plants. 
3.2 Population Sampling  
In this study, the target population sample was selected for the purpose of defining system requirements. 
In order to accomplish this task, a non-probability purposeful sampling method was used to collect 
information from consumers whose homes were connected to the mini-grids [26]. A total of 106 respondents
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were involved in data, from which 63 were from Mkalama and 43 were from Ngurdoto. Also, a total of 8 
technical staff from solar mini-grid companies were interviewed at various times. 
3.3 Data Collection  
This study used a mixed research method to obtain appropriate and relevant information for the 
development of the proposed system, using both qualitative and quantitative approaches to data collection 
[27]. The qualitative approach was used to collect the solar mini-grid company's technical requirements 
regarding the infrastructure needed to incorporate consumers into the monitoring system. The quantitative 
approach was used to determine the extent of the research problem, the knowledge of consumers, and their 
perception of energy monitoring systems ' usability. 
3.4 System Development Approach 
This study used the Rapid Application Development (RAD) model to design and develop a web-based, 
low-cost, two-way electricity usage monitoring system. The approach has been chosen because it requires 
constant user interaction and iterative design to ensure that only the necessary and important features are 
implemented into the system within a short timeframe [28]. 
3.5 System Requirements 
Information gathered from consumers, utility staff, and other secondary sources were used as key inputs 
to define the necessary features to be incorporated into the proposed system. System functional and 
non-functional requirements are presented in Table 1. Such requirements were collected from consumers and 
utility companies, who are the potential stakeholders of the proposed system. 
Table 1. System Requirements  
System Requirement Description 
Measured parameters The monitoring system should continuously record current, voltage, and compute kilowatt-hour units 
from each smart meter. 
Meters Information 
Management 
The system administrator should be able to register each meter’s information to the database to match 
with a corresponding consumer. 
User Account  Management All consumers must be registered and managed by the system administrator or system staff, providing 
each of them with both username and password. 
Data Visualization The system should provide data visualization in graphical format. The graph should display consumed 
units within a specified time range, with the corresponding total cost.   
Notification The system should notify consumers by email/SMS when the remaining units reach a minimum 
threshold value.   
Security The system should authenticate all system users to ensure the security of monitoring infrastructure and 
consumers' privacy. 
Usability Users with different computer literacy levels should be able to interact easily with system interfaces. 
Only the necessary features should be included. 
               Web-Based Two-Way Electricity Monitoring System for Remote Solar Mini-Grids    29 
4. Proposed System Architecture 
The block diagram of the system framework is shown in Fig.1. The system incorporates the use of 
Internet of Things (IoT) to manage each consumer’s energy consumption data. To ensure low-cost system 
design, the mini-grid center uses a Low Power Wide Area Network (LPWAN) technology to securely collect 
and transmit data from all smart meters via a single GPRS gateway to the cloud server. Another level of 
security is enforced on the application layer by restricting the execution of all client-server requests to the 
database by the application server, ensuring the authentication of various parameters such as meter 
identification, consumer identification, session management, and token management. 
 
 
Fig.1. Proposed System Architecture  
4.1 Smart Meter Unit  
A smart meter unit contains a microcontroller system, current and voltage sensors, a relay module, a radio 
frequency (RF) module, and an LCD. After rigorous assessment of a suitable and low-cost microcontroller, 
the ATmega2560 microcontroller board was selected as the controller unit because of its low cost and a large 
number of input/output pins compared to other microcontrollers..  
Current and voltage were measured by using the SCT-013-000 non-invasive current sensor and a 
ZMPT101B voltage transformer, respectively. Such sensors were selected due to their accuracy, are easily 
available locally, and have a built-in calibration trim potentiometer. The microcontroller was programmed by 
using C/C++ libraries. The LCD module is made up of a 20x4 character LCD screen. The screen size is 
sufficiently large to handle many variables, such as current, voltage, power, and remaining credits.  
4.2 Data Transmission Unit  
The LPWAN infrastructure was designed by integrating each smart meter system with MKR1310 RF 
modules that communicate with the local monitoring center using 433/868/915 MHz unlicensed frequency 
bands. This model minimizes data-related operating costs if each smart meter is designed to communicate
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with the cloud server directly. Mini-grid data is sent over the existing GPRS network to the cloud server 
through HTTP Request messages. Fig.2. illustrates the flowchart diagram of the data transmission unit. 
 
 
Fig.2. Data Acquisition Unit Flowchart 
4.3 Database Server  
The application database is developed using the MySQL framework, as it is an open-source database 
management system that is simple to customize, has robust technical support, and runs on many platforms, 
including Windows, Linux, and others. [29]. 
4.4 Web Application   
The web application handles all processes of the application layer system, including user authentication, 
meter authentication, consumer management, and records of payment transactions. The functionalities on the 
server side have been developed using Hypertext PreProcessor (PHP). PHP is an open-source scripting 
language on the server-side with widespread community support and many online libraries available. The 
client-side interfaces were developed by using Hypertext Markup Language (HTML), Cascade Styling (CSS), 
and JavaScript language [30]. Xcharts JavaScript library has also been used to model the graphical user 
interface of the energy usage interface due to its powerful and latest libraries available [31]. Fig.3 shows the 
Use Case Diagram of the web application's main features and actors.
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Fig.3. Use Case Diagram of the System’s Web Application 
4.5 Payment Unit  
Given the nature of Sub-Saharan Afrcian’s use and access to financial services, many people do not have 
credit or bank accounts. Tanzania, particularly, has access to formal banking services for less than 10% of the 
adult population. Consequently, most transactions for utility services are made by mobile money services 
provided by cellular network service providers. These services have been dominated by Vodacom (M-PESA), 
Millicom (TIGO-PESA), Airtel (Airtel Money), Hatolel (Halo-Pesa) and TTCL (T-PESA) [32]. Mobile 
payment systems usually use reference numbers to validate a two-party payment transaction. In this study, a 
virtual payment environment based on the reference numbers was developed by using the Vodacom M-PESA 
menu as a case study to incorporate a mobile payment interface 
4.6 Notification Unit  
The SMS and email alert system has been incorporated into the web application to improve consumer 
awareness of the use of electricity when they upload credits and when the remaining credits a lower than a 
predefined minimum threshold. This feature is particularly useful for prepaid schemes, whereby consumers 
need to be aware of crucial consumption circumstances so that they can plan for credits top-up. Due to its ease 
of integration with web application frameworks compared to other SMS APIs, a cloud-based SMS API was 
introduced using nexmo-API [33]. Fig.4 shows the notification unit’s flowchart diagram. 
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Fig.4. Notification Unit Flowchart Diagram 
5. Results and Discussion 
5.1 System Testing Methodology  
After system development, both white-box and black-box methods were used to test and validate the 
system [34]. First, each system unit was tested to determine its performance and comply with system 
requirements. Finally, integration testing was performed to determine the overall usability and reliability of 
the system. The results obtained during the testing process are discussed in the following sections.  
5.2 Smart Meter Unit  
The low-cost smart meter prototype was designed, developed, and enclosed within a plastic case for 
portability purposes. Be default; the LCD screen shows the operating current, voltage, and total power 
consumed by the load connected from the meter. Fig.5 shows the completed smart meter prototype during 
testing while Fig.6 shows the smart meter unit enclosed in a water proofing box.
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Fig.5. Smart Meter Unit During Testing 
 
Fig.6. Smart Meter Unit Enclosed Inside a Water Proofing Box 
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5.3 Data Transmission Unit  
Consumption data from the smart meter units is collected at the local monitoring centre as shown in 
Fig.7(a), via LPWAN, which communicates with the cloud server via the GPRS gatetway shown in Fig.7(b). 
To ensure reliable data communication between smart meter units and local monitoring centre, several RF 
base stations have been installed across the mini-grid network, as shown in Fig.8. 
 
  
   
(a)                                      (b) 
Fig.7. (a) Local Monitoring Centre (b) GPRS Gateway  
 
Fig.8. LPWAN Base Station For Enhancing Data Collection
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5.4 Grids Information Dashboard 
This interface is only visible to the system administrator of the utility company. As shown in Fig.9, when 
the administrator logs into the system successfully, they can view total energy consumption per grid per 
month. This information is useful for evaluating grid production capacity versus demand for current and 
future planning purposes.  
The following interpretation can be deduced from the grid information dashboard: 
 The overall power usage trend for both mini-grids is increasing because as time goes by, more customers 
are connected to the system. 
 Although both mini-grids have the same power capacity, Ngurdoto’s consumption data is relatively higher 
than Mkalama because of the difference in the number of connected consumers and the nature of economic 
status of each region. Many consumers in Mkalama use electricity mainly for lighting and charging, while 
in addition to lighting and charging, Ngurdoto villagers use electricity for other uses.  
The overall decrease in power consumption during May and June was due to the upgrade of monitoring 
systems in both mini-grids, which resulted in intermittent availability of power during this time. 
 
 
Fig.9. Grids Information Dashboard 
5.5 Consumer Management  
This interface is also visible to the system administrator only. The administrator must register all consumer 
and meter information. As shown in Fig.10, the administrator may add, suspend, and modify consumer 
information via the consumer management page. In addition to consumer management, the general 
information on the connection status of consumers and usage can also be viewed at the bottom of the page, 
providing a quick picture of the mini-grids operating status.
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Fig.10. Consumer Management Interface  
5.6 Electricity Consumption Data Visualization  
When the consumer logs into the web portal successfully, they are directed their profile where they can 
also view the remaining credits, as shown in Fig.11(a). Also, both the consumer and the administrator can 
view energy usage history presented in a user-friendly graphical format, as shown in Fig.11(b). By default, the 
graph shows the past seven days’ energy usage history. The interface also shows total consumption units and 
associated costs for the specified timeframe. By providing this information, consumers can make informed 
budget decisions to allow them to adapt their actions in the use of energy to their economic status.
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Fig.11. (a) Consumer Profile (b) Energy Consumption History  
5.7 Payment Unit  
When a consumer intends to make a bill payment, they are redirected to the payment menu, with 
predefined amounts, as shown in Fig.12(a). After selecting the payment amount, the mobile payment menu 
will appear with payment instructions depending on the amount the user selects, as shown in Fig.12(b). When 
the user submits a payment reference number, the system will compare the submitted input to the value 
received from the SMS gateway before updating remaining units of electricity to the consumer’s meter 
account.
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Fig.12. (a) Bill Payment Interface (b) Bill Payment Instructions   
5.8 Notification Unit  
Fig.13 shows the SMS message sent to the customer when the remaining units are below the predefined 
limit for the meter account of the customer. The algorithm behind this feature is to enhance user experience in 
electricity usage so that customers can make payment arrangements in advance before being disconnected 
from the service. The minimum threshold value of most households in the study area was estimated from the 
average daily electricity usage data collected from consumers. 
 
 
Fig.13. Usage Notification Message
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6. Conclusion  
The web-based two-way electricity usage monitoring system for remote solar mini-grids has been proposed, 
developed, and tested. The system tracks electricity consumption and sends data to the cloud server after 
every one minute under the current configuration. This data can be used for various purposes, including the 
power consumption behaviour of users, evaluating the demand for future energy requirements, and identifying 
abnormal usage of electricity. The developed web portal allows both company system administrators and 
consumers to have convenient and safe access to information about the utilization of power. Also, SMS/email 
notification has been incorporated into the system to enhance consumers’ awareness of electricity usage, 
especially in critical events such as when a consumer’s meter account is about to run out of credits. 
Also, a virtual mobile payment system has been integrated into the web portal, which uses transaction 
reference numbers for verifying bill payments. Results show that the developed system could improve 
accessibility to energy consumption information to both utility companies and consumers. Access to such data 
would increase awareness towards the economical utilization of electricity, which is an important aspect of 
the resource-constraint solar mini-grids infrastructure. Compared to the existing meters in the national grid, 
which cost more than 130 U.S. dollars for a single customer, the complete system costs an average of 70 U.S. 
dollars, making it suitable for remote solar mini-grid companies due to their limited financial resources. 
In addition to the business application, this study also adds contribution to the existing literature by 
introducing a new cost-effective method of monitoring domestic electricity usage by utilizing the existing 
technologies. Other researchers could expand this research by focusing on several specific issues of the 
electricity usage monitoring system, such as improving end-to-end consumer data security issues across the 
GPRS network and research on distributed data management, particularly for the mini-grid companies with a 
large number of consumers. 
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